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CERTIFICATION

I, James P. Forcier, hereby certify that I aman {)fﬁccr of Westclcom Nttworks Inc. ,and SO0 &
acting as an agent of the company, that I have personal knowlcdg,e that the.company has - y
established operating procedures effective during the calendar year 2007 that are adequate o o
ensure compliance with the Customer Proprietary Network Information rules set forth in 47 .
C.F.R. §§ 64.2001 ef seg. of the rules of the Federal Commumcat:om Commmsmn i :

Attached to this certification is an accompanying stdtcmmt explammg, how the
company’s procedures ensure that the company is mcomphance W1th tht, rc,qulrcmcntq sc:t forth
in section 64.2001 et seq. of the rules. Lo

Name: JaB{éSP Formerv ' S
Title: President
Date: February, 25, 2008
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STATEMENT

_ Westeicom Netwmks Inc has estabhshed operatmg procedures that ensure compliance
- with ‘the - Federal Communication: Commission (“Commmlon_ ) regulations regarding the
_pmtectlon of cu%tomer proprlctary network mformatlon (“CPNI”)

o Westelcom Networks Inc has :mplemented procedures Wheleby the status of a
customer’s. CPNI approval can be detennmed pnor to thc use of CPNI

¢  Waestelcom Networks Inc contmualiy cducates and trams its: employees reg,ardmg the
appropriate use of CPNI. Westelcon 'Networks,: Inc. has established disciplinary
procedures should an employee v101c1te the CPNI procedures estabhshed by Westeicom
Networks, Inc. > : SRR

*»  Westelcom Networks, Inc. mamtams a record of 1ts and its afﬁhates sales dnd marketmg
campaigns that use its customers' CPNI." Westelcom Networks, - Inc. ‘also maintains.a =
record of any and all instances where CPNI was _d;sc]osed.or_prowded_ to_ thlrd_ parties, or -
where third parties were allowed access to CPNI. The record includes a description.of "~
cach campaign, the specific CPNI that was uscd in the edmpalgn and What products cmd .
services were offered as a part of the campai 511 SRR - L

s  Westelcom Networks, Inc. has established a superwsory revrew plocu,s rcgardmg o
compliance with the CPNI rules with respect to outbound marketing situations and ==~ -
maintains records of Westelcom Networks, Inc. compliance for a minimum period of one
year. Specifically, Westelcom Networks, Inc.’s sales personnel obtain supervisory =
approval of any proposed outbound marketing request for customer approval regarding - -
its CPNI, and a process ensures that opt-out elections are recorded :and followed. o
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Westelcom thworks Inc took the foifowmg actions against data brokers in 2007,

. f mcludmg, proceedmgs mshtutt,d or petltions filed by Westelcom Networks, Inc. at a

state ‘commission, - in- the court " system, ‘or at the Federal Communications
" Commlsswn. No Actmns needed agamst Data Brokers mn 2007.

. 'Wcstelcom Networks Inc tdkes the foHowmg 5teps to proctect agamst pretexting
and to protect CPNI TR L U

o All customers are authenticatcd elthex by password back up questlon or
valid Photo' ID . AT

o If authen‘ﬂcaﬁon is not possible, the service '”l"cprcsbhtative “calls” the
customer back at the telephone number of record, or suggests the customer; e
come into the local business ofﬁce with a’ valid photo: ID or CPNL -
information is mailed to the customer at thc: addrcss of rc,cord :

e The following is a summary of all customer complamtb recewed in 2007 reg,aldmg- G
the unauthorized release of CPNI: T o

- Number of customer complaints Westelcom 'NetWor'ks,'Inc' recetved in:
2007 related to unauthorized access to CPNI or unauthonzc,d dmclosulc of
CPNI: There were NO complaints in 2007 : a
- Category of complaint: S
_0_ Number of instances of i 1mproper acca,ss by cmployees :
_0__ Number of instances of improper d:sclosure to mdmdu‘l}s not
authorized to receive the information R E
_ 0 Number of instances of improper access to onlme mformd‘uon _
by individuals not authorized to view the mformatlon ' ST
_0__ Number of other instances of improper access or dtscioaure 3 _
- Descrlption of instances of customer comptamts }mp: opcr acccﬁ@ or o R
disclosure: None. e BEEU



